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CGIR: Conditional Generative Instance
Reconstruction Attacks against Federated
Learning

Xiangrui Xu, Pengrui Liu, Wei Wang, Hong-Liang Ma, Bin Wang, Zhen Han, and Yufei Han

Abstract—Data reconstruction attack has become an emerging privacy threat to Federal Learning (FL), inspiring a rethinking of
FLs ability to protect privacy. While existing data reconstruction attacks have shown some effective performance, prior arts rely on
different strong assumptions to guide the reconstruction process. In this work, we propose a novel Conditional Generative Instance
Reconstruction Attack (CGIR attack) that drops all these assumptions. Specifically, we propose a batch label inference attack in non-1ID
FL scenarios, where multiple images can share the same labels. Based on the inferred labels, we conduct a “coarse-to-fine” image
reconstruction process that provides a stable and effective data reconstruction. In addition, we equip the generator with a label condition
restriction so that the contents and the labels of the reconstructed images are consistent. Our extensive evaluation results on two model
architectures and five image datasets show that without the auxiliary assumptions, the CGIR attack outperforms the prior arts, even for
complex datasets, deep models, and large batch sizes. Furthermore, we evaluate several existing defense methods. The experimental
results suggest that pruning gradients can be used as a strategy to mitigate privacy risks in FL if a model tolerates a slight accuracy

loss.

Index Terms—Data Reconstruction Attacks, Privacy, Federated Learning.

1 INTRODUCTION

With the proliferation of data silos and the heightened
awareness of privacy issues, traditional centralized machine
learning frameworks are facing efficiency and privacy is-
sues [1]. Federated learning (FL) has recently been proposed
as a novel distributed machine learning paradigm, where
several clients can jointly train a global model by sharing
only the gradients during training [2] [3] [4]. It may appear
safe at first glance, but the gradients as a mapping of data
in the training model pose a potential privacy risk. For
example, an attacker can determine whether a training sam-
ple is involved in the training process [5] [6], or determine
what properties the training data have [7] [8]. With the right
attack, the attacker can even enable a detailed image recon-
struction at the pixel level [11] [13] [14]. This will directly
result in a privacy breach to the participants. Therefore,
analyzing and exploring the privacy vulnerabilities of FL
is critical to its efficient development and deployment.
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In this work, we mainly focus on Data Reconstruction
Attacks (DRAs) that are considered the most severe privacy
leakage. Existing attack techniques for reconstructing the
original training data mainly fall into GAN-based class
representation attacks and gradient-based instance recon-
struction Attacks. Hitaj et al. [9] and Wang et al. [10] succes-
sively proposed DMU-GAN and mGAN-AI attack methods,
in which an attacker can train a Generative Adversarial
Network (GAN) against a target training set to generate
samples. However, these methods require the attackers to
have access to auxiliary raw data and require less diversity
for all class members. In addition, the reconstructed samples
are only class representations of the training samples, not
the exact real data.

Recent efforts have turned on gradient-based data re-
construction attacks [11] [12], which relax the assumption on
auxiliary data and allow pixel-level restoration, i.e., instance
reconstruction. The main idea behind these methods is to
optimize the “dummy” data (initialized with white noise)
into real data via continuously minimizing the distance
between the “dummy” gradient and the real gradient. How-
ever, these end-to-end approaches start with white noise
for optimization, which suffers from poor convergence. This
may be because the optimization process is unstable when
the gradient values fluctuate without certain constraints.

Geiping et al. [13] and Yin et al. [14] alleviate this
issue by adding some useful regularizations, e.g., batch
normalization (BN) statistics (i.e., the mean and variance
of batch training samples). The BN layer is usually used to
normalize the batch samples during model training. With
BN statistics, an attacker can apply the same normalization
to one’s recovery for better reconstruction. However, in a
realistic FL setup, local clients usually do not share their pri-
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vate BN statistics, dramatically reducing the scope of such
reconstruction attacks. Experiments in [16] evaluated that
relaxing the BN assumption can significantly weaken these
attacks. GGL [15] combines gradient matching with a GAN
trained on a public dataset. This approach is challenging to
reconstruct images outside the prior distribution of public
datasets. As a result, the reconstructions may suffer from
information loss (e.g., change of image orientation or loss of
key semantics).

Unlike previous end-to-end approaches, we propose a
three-stage optimization framework named CGIR. In the
label inference stage, we conduct a batch label restoration
attack that allows multiple images to share the same labels.
The inferred labels will be provided as conditional informa-
tion to the subsequent image inference. Then, we conduct
a “coarse-to-fine” image reconstruction process that can
provide a stable and effective data reconstruction. Specif-
ically, the coarse-level stage mainly focused on recovering
the global layout of the image contents, like shapes, and
structures of the contents through a conditional generator.
The fine-level stage aims to refine the textual details of local
areas in the reconstructed images by matching the gradients.

Different from the existing GAN-based approaches, the
parameter update of our conditional generator does not
depend on the discriminator trained from the auxiliary
dataset, but on 1) the loss of matching the gradients and
labels between the synthetic and original target images
and 2) the Total Variance (TV) loss enhancing the stability
of the optimization process. The encoding capacity of the
generator provides a satisfyingly good holistic estimate of
the image contents, which facilitates the fine-tuning of the
following stage. Without the auxiliary data, CGIR can also
avoid the limitation of the public data distribution on the
reconstruction results. In addition, we equip the generator
with inferred labels as prior information to ensure that the
contents and the labels of the reconstructed images are
consistent. Based on the recovered global structure, each
pixel value of the synthetic image is updated directly in the
fine-level stage, thus allowing a better and faster refinement
of the image details. Previous methods that start directly
with white noise usually require BN statistics to guide the
optimization process. In our method, the global structure
provides a satisfyingly good holistic estimate of the image
contents, which helps to direct the optimization process.

We make the following contributions.

1) We introduce a novel instance reconstruction attack
method based on a conditional generator, termed CGIR. It
relaxes the auxiliary assumptions of auxiliary data and BN
statistics, thus showing a more realistic and broader privacy
leakage to FL than previous attacks.

2) We propose a batch label inference attack that al-
lows multiple images to share the same labels in FL non-
IID (identically and independently distributed) scenarios.
Based on the inferred labels, we further introduce a “coarse-
to-fine” image reconstruction process that can provide a
stable and effective reconstruction. In addition, we add a
conditional restriction to the restoration process to keep the
constructed images always matching their corresponding
true labels. The consistency of the reconstructed images’
content and labels further exposes the original data’s sen-
sitive information.
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3) We evaluate the effectiveness of our CGIR attack on
two different network classifiers and five image datasets.
Experimental results demonstrate that the CGIR attack is su-
perior to prior arts, even for complex datasets, deep models,
and large batch sizes. For example, on the CIFAR100 dataset,
the CGIR attack can recover a considerable amount (about
40%) of the original visual information at a batch size of 168.
We also evaluate several existing defenses against privacy
breaches. Our experimental results suggest that pruning can
be used to mitigate privacy risks in FL when a slight loss of
model accuracy can be tolerated.

2 PRELIMINARIES
2.1 Federated Learning (FL)

An FL system coordinates a central server and multiple local
clients to execute an iterative optimization procedure of
model training. At each iteration, the server first randomly
selects n clients and distributes the current joint model f(0)
to them. The selected clients then train the received model
based on their local data and upload their model updates to
the server. Finally, the server combines these model updates
from the clients and changes the model for the next iteration.
The iterative interactions between the server and the clients
will continue until the model converge [17].

Consider an FL scenario with total clients C¥Y ;, where
each client owns data DY ;. The global learning objective is
to minimize the weighted average of risks for all clients:

N

D;
minF(6) - ; || D|| L:(6) 1)

where L;(0) denotes the local empirical risk of each
client C; over their data D;:

Li(0) := By, [1(f(2450),y:)] V)

I(+) is the loss function used by the local clients for training,
such as cross-entropy. After training, the central server can
obtain joint model parameters # that can satisfy the F
minimum without obtaining any private training data D;.

There are various optimization algorithms proposed for
aggregating local model updates based on client nodes. We
review two mainstream FL architectures: Federated Stochas-
tic Gradient Descent (FedSGD) and Federated Averaging
(FedAvg) based on [18] and [19], respectively. At the tth
iteration, the central server sends the current joint model
M?" with the model parameter 6 to each of the n chosen
clients. For FedSGD, each client calculates and uploads the
gradient updates g! based on their local data. These gradient
updates are aggregated by the server and are used to change
the global parameter **! by the stochastic gradient descent
(SGD) algorithm with learning rate n:

|Di| t
9;
D

For FedAvg, each chosen client updates 0t on their local
data to obtain #!™, and sends the updated parameter back
to the server. The global parameter §°"! in next iteration
will be calculated as:

9t+1 — Zi:l |D| 9;‘+1

Ot =0 —ng', o' =37, )

(4)
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Note that even though the joint model is computed by
the updated parameters from the clients, it is still possible
for an attacker to derive the gradients by using successive
snapshots of the joint model parameters [7].

2.2 Privacy Leakage in FL

Despite that FL avoids clients from disclosing their private
data directly, recent studies have revealed that sensitive
information about clients” private data is still at risk of
leakage when sharing model updates. Several studies have
attempted to explain why sharing gradients can cause pri-
vacy leakage of data [4] [20] [21]. A deep learning model
can be viewed as a high-dimensional representation of the
dataset it was trained on. The gradients of a specific layer
are calculated based on the layer’s features and the loss from
the layer that follows it [22]. Any effective model may have
recognized and memorized more data attributes than are
necessary for the main learning objective, which makes the
privacy leakage possible [23] [24] [25] [26] [27]. Based on
the disclosure information, gradient-based privacy inference
attacks can be broadly categorized as membership inference
attacks, property inference attacks, and data reconstruction
attacks.

The goal of membership inference attacks is to fig-
ure out whether a specific sample belongs to the training
data [28] [29] [30] [31] [32] [33]. For example, in a deep nat-
ural language processing model trained on text input, non-
zero gradients in the embedding layer can disclose which
words have been used in the clients’ training batches [7].
Property inference attacks aim to infer the sensitive privacy
attributes from the training data, e.g., is the race of the
training data black.

Data Reconstruction Attack. The data reconstruction
attack aims to accurately reconstruct the original training
samples. Hitaj et al. [9] proposed the first GAN-based data
inference attack, called DMU-GAN. By exploiting the real-
time interactivity of FL, DMU-GAN enabled the attacker to
train a GAN against a specific category of the target training
set to generate samples that he does not possess. However,
it assumed that the attacker had auxiliary labels for the
target data and required less diversity in the training data.
A follow-up work [10] extended this approach to user-level
privacy leakage, but still failed to get rid of the auxiliary
data and merely generated a representation of the original
data.

Recent efforts have focused on pixel-level detailed re-
covery without assuming auxiliary data. The main idea
is to optimize the “dummy” data (initialized with white
noise) into real data by minimizing the difference between
the “dummy” gradient and the real gradient, i.e., gradient
matching. Deep Leakage from Gradients (DLG) by Zhu et
al. [11] presented a joint optimization formulation on the
labels and input data via gradient matching. iDLG [12]
facilitated the extraction fidelity by simplifying the objective
function of DLG with the ground truth label computed an-
alytically from the last layer of shared gradients. However,
both DLG and iDLG used random noise as the initial point
of optimization and suffered from poor convergence. This
may be because the optimization process is unstable when
the gradient values fluctuate without certain constraints.
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Moreover, these methods have been limited to shallow mod-
els and a small batch size of low-resolution image setups of
less practical relevance (for a maximum batch size of 8 for
DLG and a single label extraction for iDLG).

Inverting Gradients (IG) [13] adjusted the DLG’s objec-
tive with cosine similarity and added total variation (TV)
as a prior regularization, attaining some success in deep
models and high-resolution images. GradInversion (GI) [14]
introduced batch label restoration and made a breakthrough
in larger batch reconstruction by regularizing image fidelity
with group consistency. Although these approaches have
had some success, they rely on a strong assumption that
the attacker knows BN statistics. Relaxing this assumption
can substantially reduce the effectiveness of these attacks, as
demonstrated in [16]. GGL [15] combines gradient matching
with a GAN trained on public datasets. Although the GAN
model can help recover images, the reconstructed images
are limited by the prior distribution, and thus challenging
to reconstruct image samples outside the distribution.

Unlike previous end-to-end approaches, we propose a
novel three-stage instance reconstruction attack based on
a conditional generator, termed CGIR. Specifically, we first
employ a generator to capture the global layout of the target
images, called coarse-level inference. The encoding capacity
of the generator provides a satisfyingly good holistic esti-
mate of the image contents, which facilitate the fine-tuning
of the following stage. In the fine-level stage, each pixel
value of the synthetic image is updated directly, allowing
a better and faster refinement of the image details. Note
that CGIR drops the previous auxiliary assumptions, i.e., BN
statistics and auxiliary data, thus showing a more realistic
and broader privacy leakage to FL than previous attacks.

2.3 Privacy Defenses in FL

Two fundamental strategies to prevent privacy leakage of
sensitive data in FL are encryption gradients and Perturbing
gradients.

Encrypt Gradients. Existing works on encryption for
gradients are typically based on previous cryptographic
techniques, including Homomorphic Encryption (HE) [34]
and Secure Multiparty Computation (SMC) [36]. However,
the cryptography operations are not only time-consuming
and resource-intensive, but also degrade the model’s ac-
curacy [35]. The implementation of SMC involves synchro-
nized coordination among workers during training, which
requires a high degree of stability in each client’s equip-
ment [37] [38] [39].

Perturbing Gradients. Another effective way to reduce
private information leakage is to perturb as much of the
valid information contained in the gradient as possible with-
out affecting the model performance. One straightforward
perturbation strategy is gradient compression, where gradi-
ents of small magnitude are pruned to zero, such that only a
part of local updates will be communicated between devices
and the server [11]. Abdelmoniem et al. [40] proposed a
threshold-based compression scheme for distributed train-
ing systems, which does not affect the model performance
even when the pruning ratio is 0.9. The other strategy is
adding noise to gradients before sharing, thus confusing
the information of the original data. McMahan et al. [41]
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Fig. 1. Overview of our proposed CGIR attack. In stage 1, the labels of
target images are inferred by analyzing the gradient sign of the last fully-
connected layer. In stage 2, the generator decodes the global layout
of the target images by matching both gradients and labels between
reconstructed and true images. In stage 3, with the recovered global
structure of the image contents provided by stage 2, a pixel-wise update
is conducted through gradient matching.

proposed to add noise on the server side for LSTM language
models. This ensures that malicious clients cannot infer or
attack other benevolent clients. Another approach is for
clients to add a degree of Gaussian or Laplacian noise
before sharing their gradients, thus avoiding attacks from
the malicious server side [11]. However, these techniques
require a trade-off between defense capability and model
performance, i.e., if the degree of perturbation to the gra-
dient is too small, its defense capability will be poor, and
conversely, the model performance will be compromised.

3 CGIR ATTACKS

In this section, we first describe the threat model of our
CGIR. Then, we present the details of our attack pipeline,
which consists of three stages: label inference, coarse-level
inference, and fine-level inference.

3.1 Threat Model

Suppose that N local clients (where N > 2) jointly ac-
complish an FL task (i.e., image classification) under the
coordination of a central server. The adversary of our CGIR
attack can be an honest-but-curious server or a malicious
eavesdropper in the communication channels between the
clients and the server. We assume one of the clients is the
victim client.

Adversary’s goal: The adversary’s primary goal is to
recover the exact images that the victim possesses. It is a
passive attack and does not affect the training process of the
original model.

Adversary’s knowledge: An adversary is allowed to
store and process model updates transmitted by individual
clients separately but will not interfere with the training
algorithm. Unlike the previous work, we assume that the

4

adversary does not access the original data’s BN statistics
during training to discuss a more realistic scenario.

Adversary’s capabilities: Victims usually do not share
the category labels of their uploaded gradients. However, an
adversary can restore the ground truth labels by analyzing
the gradients of the last fully-connected layer, as discussed
in [12] [14]. Based on the prior arts, we further analyzed
the label inference capability in the non-IID FL scenarios in
Section 3.2.1.

3.2 Attack Pipeline

In this section, we describe our CGIR framework in detail,
which can be roughly divided into three stages. In stage 1,
we conduct a label inference attack to get the target images’
corresponding labels by analyzing the sign of the gradients.
The inferred labels will be provided as conditional informa-
tion to the subsequent image inference.

In stage 2, we aim to recover the global layout of the
image contents, like shapes or structures of the contents,
through a conditional generator. In stage 3, we finely tune
each pixel value of the synthetic images based on the holistic
estimate of the target image contents. Figure 1 depicts the
workflow of our CGIR attack, and the algorithm is summa-
rized in Algorithm 1.

Algorithm 1 CGIR

Input: differentiable global model f(z;6), global model
parameters 0, gradients produced by local training data
g, learning rate 7, generator G(w), the number of epochs
T1 and T2 for stage 2 and stage 3, total variation function
TV(-), noise z sampling from A(0, 1) as initial random
vector inputs for Generator.
Output: reconstructed data 2.
1: Stage 1: LABEL INFERENCE

2: y < analyzing the last layer of g by Algorithm 2
3: Stage 2: COARSE-LEVEL INFERENCE

4: for i=0 to T1 do

5: Gi < >, Voo l(G(z,y;w;),y);

6: Ui < fo(G(z, y;wi));

7: Riv = TV(G(2,y; wi));

8 Lsum = agllgi — gll2 + ayll§i — yll2 + awwRev;
9: Wit < wi - anum;

10: W = Wi41

11: return G(z,y; w) as &;

12: Stage 3: FINE-LEVEL INFERENCE
13: for i=0 to T2 do

14: Lsum = ||v0l(f/(‘%l70)ay)
15: .f?i+1 — T — ’I7L

—9ll2;
Sum;

16: return ;. 1;

3.2.1 Stagel: Label Inference

By analyzing the numerical distribution of the last layer of
gradients, previous studies have demonstrated the feasibil-
ity of recovering labels. Considering a classification model
with C categories, the last layer of the model is usually
a fully connected layer (FC), which can be expressed as

= Opcr. Where r is the input to the FC layer, 8p¢ is
the weight matrix, and b is the output. Given a batch size B
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of images © = [v1, 2, -+ ,xp], the gradient of the loss I(-)
with respect to 0 is:
1. OI° b 1ol . p

Y2

Yore = Bigy 90pe ~ B on ) ®
For each image z;, the ng): = Di,c — ¥i,c at index ¢, where p; .
is the post-softmax value of model output in range (0, 1),
and y; . is the value (0 or 1) of y; at index c. Since the
previous layer of the FC layer usually contains a common
activation function (such as ReLU or Sigmoid), (r®)T is
always non-negative. Therefore, when B = 1, the values
in Opc are negative only in the row where the ground truth
label is located, while the values of other rows are positive.
Zhao et al. [12] revealed this relationship, and presented
an analytical method to extract the ground-truth label from
the shared gradients with 100% accuracy. When the data
distribution of each client in an FL scenario is extreme
non-IID, i.e., there is only one category for each client, we
observe that the gradients w.r.t. the last-layer weights also
follow this rule.

For multi-sample batch training, the value of fpc is a
linear summation from all images in this batch. The relation-
ship between the ground truth labels and the negative sign
of shared gradients may be diluted when the summation
brings positive values from other images. Yin et al. [14]
observed a more robust negative sign of the shared gradi-
ents for multiple image training. They only utilized the mth
column where the minimum value of ¢ is located, instead
of all rows of 0 pc. The indexes of the top-B minimum values
in column m are the inference labels.

The top-B minimum in the mth column of the gradi-
ent matrix 0pc may include positive values when there
are repeating labels in a batch. That is contrary to the
relationship between labels and signs of gradients. Based
on this observation, we refine the existing approaches and
design a batch label restoration method that multiple images
can share the same labels. Specifically, we first locate the
column m of fr¢c and only record the indexes of rows with
negative values as y. When the number of negative values is
greater than B, we take top-B indexes as the inferred labels.
Otherwise, we remove the column m of gy, and make the
updated g, as the new gy,.... Then, We repeat the first step
until the length of the inferred y is equal to B. The algorithm
is summarized in Algorithm 2.

3.2.2 Stage2: Coarse-level Inference

After recovering the image’s labels, we utilize a conditional
generator to capture the global structures of the target
images. The generator can be seen as a neural network with
feature extraction capability, which takes random noise and
inferred labels as model input and outputs the synthetic
images. The objective function of optimizing the generator’s
parameters includes 1) the loss of matching the gradients
and labels between the synthetic and original target images
and 2) the Total Variance (TV) loss enhancing the stability
of the optimization process. Minimizing the gradient and
label differences between the synthetic images and original
target images aims to enforce the synthetic images close to
the ground truth. When the optimization finishes, the global
layout of the image contents, like the shapes and structures
of the target images, will be covered.

Algorithm 2 Label Inference

Input: g: the gradients produced by local training data; B:
the number of batch size.
Output: the inferred labels of target images y.

1: get the gy, from g

2b0=0y= []

3: while b < B do

4: 9o < locate the mth column where the minimum
value of the gg,.., is located.

5: y; < sort the values of gy . in ascending order and
record the indexes of rows with negative values.

6: Append y; to y.

7: b=>b+len(y)

8: if b > B then

9: y =y[: B]

10: gopc < update the gy, after removing the mth

column.

Given a batch randomly initialized noise z (z €
RBXCxHxW g H W, C being the batch size, height,
width, and image channels) and the inferred labels y. The
optimization goal of stage 2 is illustrated as follows:

minLy(§, ) + Ly(9,y) + Rew (G(w; 2,y)) (6)

Where g is and gradients of target images; G(w; z, y) are the
synthesized images decoded by generator, hereinafter called
Z; § and § are extracted labels and corresponding gradients
of the synthesized images Z; L,(-) and L, (-) perform the
gradient and label matching for the synthetic and real data;
Ry (+) is an image prior regularization that provides a more
stable convergence to this process [42].

For gradient matching, we minimize the ¢, distances
between gradients on the ground truth images x and syn-
thesized images 4:

L4(3,9) = ag> il Vow l(f(@:0),9) — Pl (@)

Where ¢g*) and Vg 1(f(2;0),y) refer to gradients on the
real images and synthesized images at layer k, respectively.
All layers are summed and scaled by o. For label matching,
we penalize the ¢, norm of labels on the real images and the
synthesized images & and scale it with o:

Ly(9,y) = oyl fo(2) = yll2 ®)

This label restriction ensures that the content and categories
of the reconstructed images are consistent.

During image restoration, noise may cause gradient
explosion and thus affect the stability of the optimization
process, especially when the gradient value fluctuates dras-
tically. The total variation (TV) loss encourages spatial con-
tinuity and smoothness in the synthetic images by reducing
the difference between adjacent pixel values. The definition
of TV loss is given as follows:

~ ~ ~ ~ ~ B
Rio(®) = awd; (i1 — 2ig)* + (Fir15 — 21,5)P)% 9)

Where 3 can be used to adjust the image continuity. Setting
the 8 to 2 usually gives a good trade-off between image
smoothing and preservation of image details, as demon-
strated in [42]. We follow the prior work setting the 8 = 2,
the reconstructed images are smoothed enforced by this loss.
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Two aspects need to be emphasized: 1) The target of the
objective function is not the image’s pixels but the gener-
ator’s parameters. A well-trained generator can provide a
smooth latent space for image decoding. 2) Compared to the
standard generator, the generator in our CGIR incorporates
inferred labels as the condition information, which are also
added to the objective function as label regularization. This
label regularization term allows the generator to differenti-
ate between different image categories, thus ensuring the
contents and the classes of the reconstructed images are
consistent.

3.2.3 Stage3: Fine-level Inference

With the recovered global structure of the image contents
provided by stage 2, further fine details are completed in the
third stage. In this stage, we conduct a pixel-wise update
by matching the gradients. The objective function can be
defined as follows:

mindy Voo L(f(2560), y) — g1z

Stage 3 starts from the image’s global layout obtained in
stage 2, rather than from noise. The global structure pro-
vides a satisfyingly holistic estimate of the image contents
and therefore facilitates the fine-tuning at this stage. In
addition, each pixel value of the synthetic image is updated
directly, allowing a better and faster refinement of the image
details.

Note that the fine-level stage skips the auxiliary genera-
tor so that the computational cost is lower than the coarse-
level stage. But if only the fine-level stage is used, it usually
causes instability in the model optimization process. There-
fore, by balancing the scale of these two steps, CGIR attacks
can further reduce computational costs while maintaining
good image quality. We will discuss the trade-off between
these two stages in our ablation study.

(10)

4 EXPERIMENTS
4.1

Datasets. We evaluate our attack on multiple datasets:
1) the grayscale handwritten digit images of 28x28px
(MNIST) [43], 2) the CIFAR10 dataset [44] and CIFAR100
dataset [45] of 32x32px RGB images, 3) the CalabFaces
Attributes detaset of 64x64px (CelebA-HQ) [46], and 4)
the Imagenet dataset of 128x128px [47]. More details of
these selected datasets are listed in Table 1. For CelebA-HQ
dataset, we segmented the dataset using male and female
as category attributes, following [48]. The selected datasets
differ in sample resolution, size of the dataset (total number
of samples), and number of categories. This allows us to
examine the threats posed by attacks in different dataset
complexity, with the first three low-resolution datasets being
basic and the remaining two high-resolution datasets being
complex.

Models. We adopt two networks as image classifiers
to discuss privacy risks at varying model complexity. Fol-
lowing the first gradient-based reconstruction attack (DLG),
we use the same shallow and smooth LeNetZhu [11] to
explore the availability of our attack methods. To ensure
the twice-differentiable of the model, LeNetZhu replaced

Experimental Setup

6
TABLE 1
Dataset characteristics.
Dataset Resolution Size Category
MNIST 28%x28x1 60000 10
CIFAR10 32x32x3 60000 10
CIFAR100 32x32x3 60000 10
CelebA-HQ 64x64x3 23705 2
ImageNet 128x128x3 1281167 1000

the activation ReLU with Sigmoid and removed the strides.
We then focus on the deep ResNet-18 model as the backbone
network to explore the performance of our attack in complex
architecture. Since the L-BFGS algorithm requires second-
order differentiability, we use the ELU activation function
for all attack methods, which can reduce the gradient van-
ishing while retaining the ability of non-linearity.

The generator of our CGIR is fed with random noise z
and the inferred labels y that are extracted by analyzing
the last layer of shared gradients. The noise z for the gen-
erator is derived from a 128-dimensional standard normal
distribution with mean 0 and variance 1. The generator
consists of two input embedding layers, followed by a view
function to reshape the feature map, where MNIST is set
to 7 x 7, and the other datasets are set to 4 x 4. It then
goes through several upsampling blocks to improve the
spatial resolution of feature maps, as in [48]. Depending
on the dataset, the number of upsampling blocks varies. To
increase the smoothness of the generated images, we use
a Sigmoid activation layer before the model output. In up-
sampling block, we test both nearest-neighbor interpolation
and ConvTranspose2d to resample the feature map. Both
upsampling methods work well with our framework in our
experiments, and due to space limitations, we present the
experimental results with the first structure. More details
about the training models are provided in Appendix A.

Implementation Details. An FL system is usually set up
with multiple participants with non-IID data distributions.
We presume there are 100 clients in total, and 10 of them
are selected randomly in each round. Among the selected
clients, one of them is the victim. To simulate non-IID data
settings, we use a Dirichlet distribution with the haperpa-
rameter 7y to divide data for different clients. In general,
the smaller the value of haperparameter v, the higher the
degree of non-IID distribution of the data. Following [49],
we set the v = 0.9 for our comparison studies.

Since the goal of the CGIR attack is instance reconstruc-
tion, it is not fair to compare the GAN-based class repre-
sentation attack with it. Therefore, our current comparison
focuses on iDLG and IG. iDLG applied the ¢5 cost function
with the L-BFGS optimizer, and IG relied on a combination
cost function of cosine similarity and TV regularization with
the Adam optimizer. The generator in our CGIR framework
is trained by RMSprop optimizer with a learning rate of le-2
and momentum of 0.9. We take the best hyper-parameter of
ag =1, ay = le-2 and vy, = le-6.

Evaluation Metrics We evaluate the quality of the re-
constructed images from both qualitative and quantitative
perspectives. The visual fidelity of the reconstructed images
to the real images can be used as an indicator of perceptible
image similarity. The quantitative metrics include: 1) the
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Mean Square Error (MSE |), 2) the Peak Signal-to-Noise
Ratio (PSNR 1), and 3) the Structural Similarity Index Metric
(SSIM 1) between real and reconstruction images [50]. (The
1 and | correspond to the higher or lower values of the
corresponding metrics when the constructed image is closer
to the real image, respectively.)

MSE represents the mean squared euclidean distance
between the actual and reconstructed images. Given two
images x and y of size m x n, the function of MSE is defined

as:
MSE = mi Z Z y(i, )

i=0 =0

(11)

A lower MSE score indicates a higher similarity between the
two images.

PSNR is an objective criterion for evaluating the similar-
ity between a reconstructed image and a real image, which
is defined as the logarithm of the ratio of the maximum
squared value of image fluctuations to the MSE between
two images. The formal definition is given in Equation (12):

MAX?
MSE

where M AX? denotes the maximum possible pixel value
of the image. In general, the higher the PSNR value, the
smaller the distortion between the estimated and the real
image, and the better the image quality.

SSIM is to measure the similarities between two images
from the perspective of their composition. Given two images
x and y, the structural similarity of the two images can be
calculated as:

PSNR =10"logio(

) (12)

(2uzpty + €1)(204y + c2)

SSIM (z,y) =
S 7 a7 e [ e ey

(13)

Where p, and py, 0, and oy, and 0., denotes the mean
values, variance and covariance of z and y, respectively.
c1 = (k1L)? and ¢y = (koL)? are constants used to maintain
stability and L is the dynamic range of the pixel values,
where k1 = 0.01, k2 = 0.03. The range of structural similar-
ity is from 0 to 1. When two images are identical, the value
of SSIM is equal to 1.

4.2 Comparison Studies

In this section, we analyze the attack capability of our CGIR
without BN statistics assumption and compare it with iDLG
and IG under different task complexities. We first use a
shallow smoothing model (LeNetZhu) to test the feasibility
of our CGIR in the single image reconstructions, similar to
previous studies on privacy breaches in FL settings. In the
following, we focus on a realistic setup: a deep ResNet-18
classifier trained with a batch of RGB images. Finally, we
show the performance of our CGIR attack in recovering a
large batch of images from their averaged gradients. For all
the following experiments, we obtain the labels of the target
images by the label inference method in Section 3.2.1.
Results on LeNetZhu. We compare the performance of
different attacks on LeNetZhu using five different datasets
mentioned above. Since iDLG only supports the reconstruc-
tion of a single image, we set the batch size to 1. The
quantitative comparisons are summarized in Table 2, and

MNIST

CIFAR10

CIFAR100

CelebA-HQ

ImageNet

Ground-truth

iDLG IG

Fig. 2. Qualitative comparison on LeNetZhu.

the best-performing visualization samples are provided in
Figure 2.

As shown in Table 2, our CGIR attack is on par with
the SOTA methods under the low-resolution datasets. For
the MNIST dataset, the mean value of PSNR, SSIM, and
MSE metrics for all methods are around 50, 0.99, and less
than 0.001, respectively. Our attack method outperforms
prior arts by a large margin for complex datasets. The
mean values of PSNR and SSIM of CGIR attacks maintain
at 32.71 and 0.87, while benchmarks are below 15 and 0.2,
respectively. This is because that previous end-to-end bench-
marks directly optimize the pixel values of white noise to
natural images, which may have difficulty in convergence,
especially when the distribution of the images is complex,
such as the extremely diverse nature of the image content.
Our CGIR combines the stability of global structural opti-
mization with the accuracy of local detail fine-tuning and
thus can perform well even on complex datasets.

From the results presented in Figure 2, we observe that
all the attack methods produce identifiable images on the
low-resolution dataset. Our method shows more remarkable
performance on the CelebA-HQ and Imagenet datasets than
the prior arts. Specifically, iDLG does not recover the images
at all, and IG shows only some similarity to ground truth
images in color distribution and geometry. However, our
method still produces high-fidelity images with rich details.
These visual results are consistent with the numerical results
in Table 2. Therefore, we confirm that the CGIR attacks out-
perform the priors under the shallow models, even without
auxiliary assumptions.

Results on ResNet. We now turn to a more realistic
setting: a deep ResNetl8 classifier and a batch of RGB
images. Since iDLG is limited to shallow networks, we focus
on the comparison experiments with IG. Table 3 presents the
numerical performance comparisons between CGIR and IG
attacks at a batch size of 8.

For the basic datasets, our CGIR attack shows a certain
advantage regarding the std of image quality statistics,
where the std of PSNR is only 0.82 for CIFAR10 and 1.76
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TABLE 2
Quantitative comparison on LeNetZhu at batch size 1.
MSE | PSNR 1 SSIM 1
iDLG 1G CGIR iDLG 1G CGIR iDLG 1G CGIR
MNIST le-3+6e-3 2e-4t+4e-4  le-445e-6  49.4042.10 50.34+1.41 50.52+1.21 0.99+2e-3 0.99+5e-3  0.99+6e-6
CIFAR10 7e-61+2e-6  4e-3t5e-3 Se-4+6e-4 51.52+1.26 28.45+6.93 34.60+4.03 0.99+1.07 0.844+0.15 0.9740.03
CIFAR100 0.07+0.11  0.014+8e-2  4e-31+2e-4 24.98+8.10 27.845.33 29.544+323 0.594+046 0.76+0.13  0.81+0.01
CelebA 0.05+1e-3  0.05+0.01 0.01+£0.01  12.394+0.08 12.45+1.10 28.94+4.12 0.01+0.01 0.154+0.03  0.84+0.31
Imagenet 0.15+£0.07  0.08+4e-3  5e-3t1e-3 8.46+1.59 11.61+0.23  32.71+2.81 0.03+0.03 0.01+6e-3  0.87+0.21
TABLE 3
Quantitative comparison on ResNet18 at batch size 8.
IG CGIR
Dataset Metri
atase etre Mean Std Mean Std
MSE | 0.06 0.01 le-5 4de-6
CIFAR10 PSNRtT 3336 1148 4411 0.82
SSIM?T 0.78 0.21 0.99 2e-5
MSE | 0.01 0.01 3e-3 5e-4
CIFAR100 PSNRT  32.13 6.31 33.92 1.76
SSIM?T 0.66 0.23 0.99 le-4
MSE | 0.07 0.02 0.06 0.02 Fig. 4. Background leakage at batch size 8 on Imagenet. The first row
CelebA-HQ PSNRt  11.33 1.64 1551 2.56 shows the original images and the second row shows the reconstructed
SSIMt 015 006 038 022 images by CGRA.
MSE | 0.05 0.02 0.06 0.02
ImageNet  PSNRT 1282 193 1291 213 100, 128, and 168. We report the best results for PSNR,
SSIMt 0.14 0.07 0.23 0.08

na

(b) gender leakage

Fig. 3. Face details (a) and gender information (b) leakage at batch size
8 on CelebA-HQ. Each pair of comparison images contains an original
sample (left), and a reconstructed image by CGRA (right).

for CIFAR100, while the std of PSNR for IG on CIFAR10
and CIFARI10 are 11.48 and 6.31, respectively.

For CelebA-HQ and ImageNet datasets, the performance
of both CGIR and IG is impaired, but CGIR is still slightly
better than IG. Figure 3 and Figure 4 present the vary-
ing degrees of information leakage of our method on the
CelebA-HQ and Imagenet datasets, respectively. In the case
of CelebA-HQ, it is possible to identify a person’s gender or
specific facial features, despite partial location blurring. For
the more complex ImageNet, the background information
of the images is leaked. These results highlight the risk of
data leakage caused by our attack under complex models
and datasets.

Large-batch Images Recovery. We now increase the
batch size to compare the upper limit of the number of
images recovered by IG and CGIR. For both CIFAR10 and
CIFAR100 datasets, we test the batch size of 16, 32, 64,

SSIM, and MSE between a single reconstructed image and
the corresponding real image in different batch sizes, as in
Figure 5. More comparisons of reconstruction results are
provided in Appendix B.

We observe that IG faces difficulties in recovering images
when the batch size is 32, as PSNR values are below 25 and
SSIM values are below 0.7. However, CGIR, at batch sizes of
64 and 168 for CIFAR10 and CIFAR100, respectively, have a
PSNR of 30 and an SSIM of 0.9. The visualized attack results
show that the number of recognizable images drops as the
number of images corresponding to the average gradients
increases. Surprisingly, CGIR still restores a decent amount
of original visual information at batch size 64 on CIFAR10
(about 20%) and batch size 168 on CIFAR100 (about 40%).
The entire batch’s reconstruction results are provided in
Appendix B.

Figure 6 and Figure 7 show a case study of the multi-
image recovery of our CGIR attack for CIFAR10 and CI-
FAR100 datasets, respectively. As expected, with the in-
crease in batch size, the information leakage of a single
image can be mitigated to some extent. For the CIFAR10
dataset, the MSE values of the reconstructed images in-
creased from 4.9e-5 to 6.4e-3, the PSNR values decreased
from 43.05 to 21.67, and the SSIM values decreased from
0.99 to 0.90 as batch size grew. The CIFAR100 dataset with
larger batch sizes shows a similar reconstruction perfor-
mance. Therefore, we can confirm that our CGIR attack still
poses privacy risks in high-volume image restoration, even
without relying on BN statistics.

4.3 Ablation Studies

In this section, we investigate the effectiveness of the label
restriction in the generator and the coarse-to-fine framework
of our CGIR attack. We use ResNet18 as the classifier back-
bone for all experiments.
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Fig. 5. Comparison results of different batch sizes on both CIFAR10 and CIFAR100.

=

N AN BN A
S

MSE 1.7e-4 1.0e-3 3.0e-3
PSNR 37.66 27.76 25.68
SSIM 0.99 0.95 0.94

Fig. 6. Reconstruction images at different batch sizes on CIFAR10,
where the leftmost image is the ground truth, followed by reconstructed
images at batch size 32, 64 and 100 from left to right.

1.0e-4 1.0e-3 2.0e-3
33.73 29.48 26.88
0.99 0.98 0.95

Fig. 7. Reconstruction images at different batch sizes on CIFAR100,
where the leftmost image is the ground truth, followed by reconstructed
images at batch size 100, 128, and 168 from left to right.

4.3.1 Label Restriction

In the coarse-level stage of CGIR, we equip the generator
with inferred labels as prior information, which is also
added to the objective function as label matching loss. In
this section, we test the reconstruction results of CGIR with
and without label restrictions. Figure 8 shows a case study of
the reconstructed images on the CIFAR100 dataset at batch

size 8. As shown in Figure 8, if the optimization process
contains label information, the content of the generated

images is consistent with their labels, and conversely, the
reconstructed images are disordered. This is because the
uploaded gradients are averaged over the entire batch of
images. A batch of NV images has N! different permutations
with the same batch-averaged gradients. As a result, the
reconstruction results of multiple images usually cannot cor-
respond to the labels. However, if the optimization process
is equipped with label restrictions, the generator can decode
the images according to the label order, thus ensuring that
the content of the reconstructed images and the labels are
consistent. The consistency of the reconstructed images’ con-
tent and labels further exposes the original data’s sensitive
information. Note that label matching loss is not required

in the fine-level stage because the image’s global layout
obtained in the coarse-level stage have contained the label
information.

4.3.2 Coarse-to-fine Balance

We now investigate the impact of the coarse-level stage and
fine-level stage on the effectiveness of our CGIR attacks. We
evaluate the performance of the attack using only the coarse-
level stage, only the fine-level stage, and a combination
of both in different proportions. Taking CIFAR100 as an
example, we set the batch size to 8 and fix the total number
of iterations to 300, which is much less than the number of
iterations required by the first-order optimization method
(e.g., IG).

Figure 9 shows the performance of our coarse-to-fine
framework in different scale combinations. Where ‘i_mse’,
‘i_psnr’, and ‘i_ssim’ denote the difference between the
reconstructed images and the original images in terms of
different metrics. When only the coarse-level stage is in-
cluded, the attack yields an acceptable result with a mean
PSNR of 33.53 for the reconstructed images. However, the
attack shows the worst performance when only the fine-
level stage is included, where the average PSNR value of
the images is only 11.91. Surprisingly, by combining these
two stages, the PSNR value of the reconstructed image can
reach up to 38.54, which exceeds the performance of the
attack using only the coarse-level stage.

This is because using random noise as the initial point
for optimization may lead to gradient explosion or falling
into other local extremes, rendering the attack unstable
and making it challenging to reconstruct the data points
with high precision. Applying a generator first provides a
satisfyingly good holistic estimate of the image contents,
which facilitates fine-tuning in the following stage. In the
fine-level stage, each pixel value of the synthetic image is
updated directly, allowing a better and faster refinement
of the image details. Therefore, combining the coarse-level
and fine-level stages allows for a stable and accurate attack.
Note that the fine-level stage skips the auxiliary generator
so that the computational cost is lower than the coarse-level
stage. Therefore, by balancing the scale of these two steps,
CGIR attacks can further reduce computational costs while
maintaining good image quality.

Figure 10 shows a case study of our CGIR attack with
different scales of two stages for CIFAR100 dataset at batch
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Fig. 8. Reconstruction images with and without label condition restrictions on the CIFAR100 dataset at batch size 8.
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Fig. 9. Reconstruction under different proportions of the coarse-to-fine
framework with a total number of 300 iterations.

size 8. As we can see, the reconstructed images do not
contain any useful information but noise, if only the fine-
level stage is conducted. When only the coarse-level stage
is provided, the reconstructed images are smooth overall,
but some texture information is blurred. When these two
stages are combined, the reconstructed images have more
texture information (e.g., the brighter feathers of the peacock
in the 2nd image, or the clearer outline of the boat in the 4th
image), even though there may be artifact pixels.

5 ATTACKS UNDER DEFENCE STRATEGIES

Since encryption-based protection schemes always incur
extra sophisticated setups and are costly to implement, we
mainly evaluate the defense strategy of perturbing gradients
in our experiments. The main purpose of this section is to
measure the trade-off between the model accuracy and de-
fendability under existing defense strategies against CGIR
attacks.

Following prior study [11], we evaluate our CGIR attacks
by pruning gradients and adding noise to gradients with
the same setup. We first test Gaussian and Laplacian noise
(extensively used in differential privacy researches) distri-
butions with standard deviation n of le-4, 1e-3, le-2, 5e-2
and le-1 and center 0. Since the defense capability is less
dependent on the type of noise [11], due to the limitation
of space, only the defense results under Gaussian noise are

e aQBHGN"

10

TABLE 4
The trade-off between model accuracy and defendability under different
defenses at a batch size of 32.

Noise Acc/DAcc Defense Prun.mg Acc/DAcc Defense
scale ratio

le-4 0.64/0.0027 No 0.2 0.64/0.0011 No
le-3 0.64/0.0056 No 0.6 0.64/0.0024 No
le-2 0.53/0.11 No 0.7 0.64/0.0035 No
5e-2 0.14/0.50 Yes 0.8 0.61/0.035 No
le-1 0.04/0.60 Yes 0.9 0.55/0.095 Yes

shown in this paper. Then, we prune the gradients at ratios
p of 0.1 to 0.9. We set the batch size set to 8, 16 and 32, and
evaluate our method on CIFAR100 dataset using ResNet-18
backbone.

Figure 11 shows the reconstructed images of the CGIR
attack under two defenses, where for the pruning defense
strategy, only results with p of 0.2, 0.6, 0.7, 0.8, and 0.9
are shown. We select the same images in different batches
for visualization as a comparison. Table 4 shows the trade-
off between model accuracy and defensibility for the two
defenses with a batch size of 32, where ‘Acc’ represents
the model accuracy under the defenses, ‘DAcc’ represents
the corresponding decrease in model accuracy, and “Yes’
represents it successfully defends against CGIR attack while
‘No’ means failure to defend.

For the strategy of adding noise to gradients, our recon-
structed images are still recognizable even at the standard
deviation of noise of 1le-2 (see Table 11). The noisy gradients
mitigate information leakage only when the variance is
greater than 5e-2. However, in this case, the performance
of the global model is severely affected, and the accuracy of
the model drops to 0.14 (see Table 4). It suggests that adding
noise to the gradient is insufficient to prevent data leaking
in practice.

For the strategy of pruning gradients, the prune ratio
suggested in [11] (20%) fails completely for CGIR attacks.
As shown in Figure 11, the reconstructed images become
blurred and dark as the pruning ratio increases. However,
the reconstructions are still identifiable even at a pruning
ratio of 0.9 with batch sizes of 8 and 16. The reconstructed
images are almost difficult to identify until at a pruning
rate of 0.9 with a batch size of 32. As a trade-off, the model’s
accuracy is reduced by about 10% at this point. (see Table 4).
It suggests that pruning can be used to mitigate privacy
risks in FL when a slight loss of model accuracy can be
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11

Fig. 10. A case study of CGIR attacks for coarse-to-fine balance. The first row shows the reconstruction results for the fine-level stage only. The
second row shows the reconstruction results for the coarse-level stage only. The third row shows the reconstruction results when 200 iterations are
executed in the coarse-level stage, and 100 iterations are executed in the fine-level stage.

Adding noise

Ground-truth

@
BS=8 e

BS=16

n=le-4 n=1e-3 n=le-2

BS=32

Pruning

p=0.2

p=0.6 p=0.7 p=0.8 p=0.9

Fig. 11. Reconstruction images under different defenses with batch sizes of 8, 16 and 32.

tolerated.

6 DISCUSSION AND ANALYSIS

In this section, we discuss the impact of different numbers
of clients and non-IID data distributions in the FL settings
on CGIR.

Number of clients. The key factor in launching a CGIR
attack is to obtain the gradients uploaded by the victim
client in a training round. An adversary can steal the
victim’s gradients, whether he is an honest but curious
server or a malicious eavesdropper, and this procedure is
independent of the number of clients. When the number
of clients is 2, the adversary can also be one of the clients
while the other is the victim. In this case, the adversary
can save the snapshots of the joint model parameters. The
difference between the consecutive snapshots is equal to the
aggregated gradients from all participants. The adversary
thus can subtract his own gradients from the aggregated
gradients to get the victim’s gradients. Without loss of
generality, we focus on the case where the server or the
eavesdropper is the adversary, and the number of clients
does not affect the experimental results.

non-IID data distributions. The different non-IID data
distributions is an important setting in the FL scenarios. We
now investigate whether CGIR can still achieve good recon-
struction performance when the Dirichlet haperparameter
is raised to 1.5. We use ResNet-18 as the classifier backbone
with both CIFAR10 and CIAFR100 datasets. Table 5 depicts

TABLE 5
Quantitative comparison in different non-1ID settings with Dirichlet
haperparameter v = 0.9 and v = 1.5.

Batch MSE| PSNR?T SSIM?t
Dataset
size 0.9 1.5 0.9 1.5 0.9 1.5
CIFAR10 8 le-5 1e-5 4411 4534 099 099
2e-4 b5e-4 3582 3376 099 0.99
CIFAR100 8 2e-4 2e-4 3392 34.02 099 099
2e-4 2e4 3555 3653 099 099

the results of CGIR with batch sizes of 8 and 16. As we can
see, CGIR behaves similarly at different Dirichlet parame-
ters of 0.9 and 1.5, where the difference between the values
of PSNR is around 1 and the values of MSE and SSIM are
almost the same. Therefore, CGIR exhibits practicability and
robustness when attacking FL.

7 CONCLUSION

FL is a distributed learning paradigm that brings privacy
benefits to users and drives the growth and deployment of
artificial intelligence. However, there are still privacy risks
of data leakage in the FL training process. Although the
existing data reconstruction attacks have shown some effec-
tive performance, they make different assumptions about
the settings. In this paper, we relax these assumptions and
propose a conditional generative instance reconstruction
attack, termed CGIR, which presents a more realistic and
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broader privacy leakage to FL than previous attacks. Experi-
mental results show that our CGIR attack is superior to prior
arts, even for complicated datasets, deep models, and large
batch sizes. In addition, the reconstructed images always
match their corresponding real labels with label condition
restriction, which further exposes the reconstructed data’s
sensitive information. We also evaluate several existing
defenses and find that the effectiveness of current defense
methods is based on the compromise of model accuracy.
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TABLE 6

The architecture of generator in CGIR attack for MNIST and CIFAR10.

Layer MNIST CIFAR10 / CIFAR100
Filter/Stride  Resample BN  Output Size  Filter/Stride Resample BN  Output Size
Linear/View - - - 128*7*7 - - - 128*4*4
Conv/GLU 3*3/1 Up Y 64*14*14 3*3/1 Up Y 64*8*8
Conv/GLU 3*3/1 Up Y 32*28*28 3*3/1 Up Y 32*16*16
Conv/Softmax 3*3/1 - - 1*28*28 3*3/1 UP Y 3*32*32

APPENDIX A

The architectures of generator for MNIST, CIFAR10 and
CIFAR100 are provided in Table 6, where 'Y’ indicates the
layer is followed by a BN layer. The architecture of the
generator for CelebA-HQ and ImageNet datasets is similar

to that of CIFAR10 and CIFAR100, except that the number

of upsampling blocks is increased accordingly.

APPENDIX B

Fig. 13. CGIR at
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tack on CIFAR10 with batch size 64.

CGIR

Fig. 14. Comparison results on CIFAR100 with batch size 16.
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