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Introduction

The metaverse is still far from being realized.

• The stringent requirements of sensing, communication and

computing hinder the implementation of ubiquitous, real-time

and scalable metaverse.

• The realized “lite” versions of the metaverse like Fortnite and

Roblox are independent platforms that cannot interoperate.

• Distinct sub-metaverses deploying their services on

heterogeneous blockchains.
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Challenges:

• Distinct sub-metaverses deploying services on heterogeneous

blockchains will result in major problems for

interoperability, preventing the implementation of

seamless integrated metaverse.

• The existing cross-chain schemes realize the interoperability

between heterogeneous blockchains through notary, hash-

locking, relay chain and sidechain. They mainly concentrate

on digital asset transfer, cross-chain communication, and

data exchange. None of them consider the cross-chain

authentication and real-time cross-chain governance.
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Aim:

• Explore efficient cross-metaverse authentication and governance to make sure the security and

legitimacy of activities across distinct sub-metaverses built on heterogeneous blockchains.

Contribution:

• Design a novel infrastructure for metaverse based on MEC and consortium blockchain.

• Based on the designed infrastructure, we put forward a DIDs-assisted secure cross-metaverse

authentication scheme to simplify the registration process and realize the seamless cross-metaverse

authentication. In addition, the adoption of DIDs also increase the decentralization of the metaverse,

which means that the users manage their private keys.

• Adopting ID-based aggregate signature to reduce the overhead of computation, communication and

storage.

• Providing the security and performance analysis to illustrate security features and the computing,

communication and storage efficiency of our proposed scheme.
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• Trusted Authority (TA)

• MEC server

• User 

• Consortium blockchain

System Model

The Proposed Scheme
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• Initialization Phase

• Registration Phase

• Authentication phase

• Cross-metaverse phase

• Revocation phase

The Proposed Scheme



The Proposed Scheme

Initialization Phase:
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Registration Phase

Authentication Phase

Cross-metaverse Phase



• If a user would like to revoke its own DIDs, it can add the signed DID on the revocation list

and store it on the blockchain via consensus algorithm.

• If a user is detected to have illegal behavior, its token and DIDs will be added on the

revocation list by MEC servers. And the signed proof and signed revocation list will be stored

on the blockchain via consensus algorithm.

The Proposed Scheme

Revocation Phase:
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Security and Performance Analysis

Security Analysis

• Confidentiality and integrity

• Signature unforgeability

• Cross-metaverse authentication

• Privacy preserving

• Accountability and non-repudiation
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Performance Analysis
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Conclusion

• This paper designs a decentralized identifiers (DIDs) assisted secure cross-metaverse authentication

scheme for MEC-enabled metaverse.

• The proposed scheme simplifies the registration process and realizes the seamless cross-metaverse

authentication.

• The adoption of DIDs increases the decentralization of the metaverse.

• ID-based aggregate signature is adopted to reduce the overhead of computation, communication and

storage.

• Security and performance analysis is provided to illustrate the security features and efficiency of our

proposed scheme.
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